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Motivation for development

» Algorithm was presented:
» Conference RusCrypto-2021, March 23-26, 2021
» Seminar in Kiev, November 4, 2021

» Seminar in Almaty, November 29 2021
» Publications:

» AHanM3 Kpuntorparyeckux CBOMCTB TabanL, 3aMEH COBPEMEHHbIX 6/104HbBIX aIFOPUTMOB CUMMETPUYHOIO
wudpposaHma, CatnaeBckue yteHma - 2020

» [loaxoabl K pa3paboTKe COGCTBEHHOrO 6/104HOMO aJirOpUTMa CUMMETPUYHOIO WndpoBaHuA, CaTnaeBcKkue
yteHua - 2020

» O HeKoTopbIX MeToAax K reHepaumm TabmL, 3aMeH 6J104HbIX aJIFOPUTMOB CUMMETPUYHOIO WKdpoBaHMS,
CatnaeBckue yteHusa - 2020

» [pUHUMMBI CMHTE3a HEJIMHEMHOTO Yy31a anropuTma 6104Horo wmudpoBaHmsa, BecTHUK KasHUTY Ne6(142)

» Anroputm wudposaHua Qalgan, VI MexxayHapoaHasa Hay4yHO-MpaKTM4eckasa KoHdepeHuua «MHbopmaTnKa m
NpUKNagHaa MaTematmka»

» Cryptographic properties of a nonlinear node of a block symmetric encryption algorithm Qalgan, News of
National Academy of Sciences of the Republic of Kazakhstan, physico-mathematical series, 2021

» About cryptographic properties of the Qalgan encryption algorithm, CEUR Workshop Proceedings 20
» Linear Layer Architecture Based on Cyclic Shift and XOR, Symmetry, 2023, 15(8)




Architecture of Qalgan (initially)

» SP-network ' R“"‘ii“i’“‘ ! Rou;\do
» Block size: 128 bits e

. [.J[s] substitutions I
» Key length: 256..1024 bits E Y I
» Number of rounds: 17..23 1 Y

| Roundinput | Key addition
» N=17+(KLen-256)/128

» Key addition modulo 228 in the first and last rounds

» Key addition modulo 2 in middle rounds




Improvements

>

>

>

Block lengths of 256 and 512 bits added

» Decreases collisions in hash function mode

» Improves speed of parallel gamma generators
New S-box with maximum cycle length developed
Key addition operation switched

» Makes it easier to strictly prove security

Linear layer totally remastered




New S-box

Maximum table of linear approximations: 32;
Maximum differential table: 4;
Degree of Zhegalkin polynomial: 7;

Minimum distance to linear statistical analogues: 112;

Avalanche criterion: 120; 0[1)2]3/4[5]6][7
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Linear layer

» Primitive: & :4"Y =g (a™) = g™+ =
» Linear function: f@ =gq, (@) c...08,_ 4, (@)
» Illlustration:
New Word 0

Word 1

Word 2
Word 3

-1 ) .
B (algzjmodu K C,‘),k ==

al” k#j

Block size | Shift values

128 1,17, 14

256 3,5,11,21, 16,30, 19
512 4,0,22,27,47, 4, 61

New Word 0
Word 1
Word 2
Word 3

New Word 0
New Word 1
Word 2
Word 3




0 a 2a,a+ 2c,a+c+2d,a+ 4d
. 1] a+d a+b+2d,a+2c+da+5d
B]tS aC 1) a+ca+2d = 2a+2d,a+2b,a+3c,a+c+4d,a + 6d
1) a+b,a+3d a+2b+da+b+2ca+b+4d,a+7d
1) b
0 ab+d
wa a+db+c,b+2d =
1) a+c,a+2d,2bb+3d

a+3d,b+2c,b+c+2d,b+4d
2a,a+2c,a+c+2d,a+4d,2b+2d,b +2c+d, b+ 5d
a+2c+d,a+5d,3b,b+3c,b+c+4d,b + 6d
2a+2d,a +2b,a+3c,a+c+4d,a +6d,3b+d,2b + 2¢,2b+ 4d, b+ 7d
0] c
? bc+d
0 = a,b+d,2c,c+2d
1) a+d,b+2d,c+3d
a+2d,2b,b+3d,3c,2c + 2d,c + 4d
a+3d,b+2c,b+4d,3c +d,c+5d
= oa+2c,0+4d,2b+ ¢, 2+ 2d,b+ 2+ d,b+5d,4c,2c + 4d,c + 6d
a+2c+d,a+5d,3b,2b+c+d,b+6d,c+7d

1) d b+ 2d,2c +d,5d

1) - c,2d - a+2d,2b,3c,c + 4d, 6d

1) b, 3d 2b+d,b+2c,b+4d,7d

0 a,2c,c+ 2d,4d 2a,a + 2c,a +4d,2b + c,4c,2c +4d,c + 6d,8d



Branch number

» Differential branch number: B (r) = mingpza{w (a @ b) + w(r(a) P r(b))}

» Examples of input and output blocks with the lowest total number of active

bytes:
Input with 3 Active Bytes
Function input: 84 00 00 00 02 00 00 00 01 00 00 OO 00 OO 00 00
Function output: 00 00 00 00 00 00 00 00 01 00 00 00 00 40 00 0O

Input with 3 Active Bytes
Function input: 01 10 00 00 00 10 00 OO0 40 00 00 00 00 OO 00 OO

Function output: 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 OO

» Branch index of 4-word block in Qalgan is 5 (similar to AES)




Speed of novel linear function

» Experiment: AES-256-LF, Rijndael-256/256-LF
» Shift values: {0,1,7,14}
» No optimizations that cost memory
» Visual Studio
» /Ox (Favor Speed)

» /0Oi (Enable Intrinsic Functions)

» /Ot (Favor Fast Code)

No. Algorithm (128 Bit Block) Time for 10 Million Runs, ms

1 AES-256 2494 1.216
2 AES-256-LF 205.1 0.822
No. Algorithm (128 Bit Block) Time for 10 Million Runs, ms Ratio
3 Rijndael-256/256 474.5 1.107

4 Rijndael-256/256-LF 428.7




Key expansion
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General view of encryption




Security and performance

Differential analysis: resistant after 4 rounds
Linear analysis: resistant after 4 rounds
Low memory requirements (less than 1 Kb)

Key expansion on-the-go
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Effective in both software and hardware implementations




