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Motivation for development 
 Algorithm was presented: 

 Conference RusCrypto-2021, March 23-26, 2021 

 Seminar in Kiev, November 4, 2021 

 Seminar in Almaty, November 29 2021 

 Publications: 

 Анализ криптографических свойств таблиц замен современных блочных алгоритмов симметричного 
шифрования, Сатпаевские чтения – 2020 

 Подходы к разработке собственного блочного алгоритма симметричного шифрования, Сатпаевские 
чтения – 2020 

 О некоторых методах к генерации таблиц замен блочных алгоритмов симметричного шифрования, 
Сатпаевские чтения – 2020 

 Принципы синтеза нелинейного узла алгоритма блочного шифрования, Вестник КазНИТУ №6(142) 

 Алгоритм шифрования Qalqan, VI международная научно-практическая конференция «Информатика и 
прикладная математика» 

 Cryptographic properties of a nonlinear node of a block symmetric encryption algorithm Qalqan, News of the 
National Academy of Sciences of the Republic of Kazakhstan, physico-mathematical series, 2021 

 About cryptographic properties of the Qalqan encryption algorithm, CEUR Workshop Proceedings 2022 

 Linear Layer Architecture Based on Cyclic Shift and XOR, Symmetry, 2023, 15(8) 



Architecture of Qalqan (initially) 

 SP-network 

 Block size: 128 bits 

 Key length: 256..1024 bits 

 Number of rounds: 17..23 

 𝑁=17+(𝐾𝐿𝑒𝑛−256)/128 

 Key addition modulo 2128 in the first and last rounds 

 Key addition modulo 2 in middle rounds 



Improvements 

 Block lengths of 256 and 512 bits added 

 Decreases collisions in hash function mode 

 Improves speed of parallel gamma generators 

 New S-box with maximum cycle length developed 

 Key addition operation switched 

 Makes it easier to strictly prove security 

 Linear layer totally remastered 



New S-box 

 Maximum table of linear approximations: 32; 

 Maximum differential table: 4; 

 Degree of Zhegalkin polynomial: 7; 

 Minimum distance to linear statistical analogues: 112; 

 Avalanche criterion: 120; 

 Minimum cycle: 256. 



Linear layer 

 Primitive: 

 

 Linear function: 

 

 Illustration:  
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Bits activation scenarios for 4-word block 



Branch number 

 Differential branch number: 

 Examples of input and output blocks with the lowest total number of active 

bytes: 

 

 

 

 

 

 

 Branch index of 4-word block in Qalqan is 5 (similar to AES) 



Speed of novel linear function 

 Experiment: AES-256-LF, Rijndael-256/256-LF 

 Shift values: {0,1,7,14} 

 No optimizations that cost memory 

 Visual Studio 

 /Ox (Favor Speed) 

 /Oi (Enable Intrinsic Functions) 

 /Ot (Favor Fast Code) 



Key expansion 
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General view of encryption 
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Security and performance 

 Differential analysis: resistant after 4 rounds 

 Linear analysis: resistant after 4 rounds 

 Low memory requirements (less than 1 Kb) 

 Key expansion on-the-go 

 Effective in both software and hardware implementations 


